Software V&V

Functional Safety
Standards
per
Automative/Aerospace
Industry



1SO 26262 : 2018




e

e 1SO 26262 L= A4t 7|5 SUE =AM &
E/E (Electrical and/or Electronic) A|AEQ| @ F =2 9ot At DX Z 2[5l ISO0| Al H|S

OFH 2| 112

S 7|
ot T

\IrOI- >-|

EXPOH R =

o

= |EC 615082 AtsXt M7[/AXE A|AHIO HE2A|Z] A

ISO/DIS 26262

Aviation I

i — —rw
W / \ Hi:-ufe-hul,::l Appliances

IEC 60601 EC &1511
Medical Frocess Industry

A2 A=0 MEL HNE2= SAE O B2 2834 0N O 753

SHEOAMEZ ZE



https://ko.wikipedia.org/wiki/ISO
https://ko.wikipedia.org/wiki/ISO
https://ko.wikipedia.org/wiki/IEC_61508
https://ko.wikipedia.org/wiki/IEC_61508

74

. Vocabulary
. Management of functional safety
. Concept phase
. Product development at the system level
. Product development at the hardware level

. Product development at the software level
. Production, operation ( service and decommissioning )
. Support processes
. Automotive safety integrity level(ASIL)-oriented and safety-oriented analysis
10.Guidelines on ISO 26262
11.( Guidelines on application of ISO 26262 to semiconductors)
12.( Adaptation of ISO for motorcycles)

NO OO N O UL BDWN PR



1. Vocabulary
2. Management of functional safety
‘:-Eﬂwmlﬂlm' management 2-6 Project dependent safety management ‘ ‘E'?f"'ﬁ':-l': ""“F:;“mﬁ production,
3. Concept phase 4. Product development at the system level on, operation,
service and
ral topics for the 14 47 and |t |
‘3.5 fuem defimition ::tpl::r :ﬂrmm mﬂm decommissioning
7-5 Planning for producti
3-6 Hﬁ:-ﬂrﬂﬂﬂﬂﬂ cancept 48 Salety validation mml:fm;.“ o
decoimimissioning
‘3-1' Functional safety concept
7-6 Production
1Z. Adaptation of IS0 26262 nt at nt 7-7 Operation, service and
for motorcycles decommisskoning
12-5 General tapics for adaptation | o the
for matorcpckes tat th softwa
126 Safety culture 5-6 "f:,::; .:; m Management of Functional Safety
12-7 Confirmation measures +7TH archiecy
S-BE the ha nit Risk Based ltem definition
12-8 Hazard analysis and risk archir 1= d >l
assessment 5-9 Evalua Approach
12-9 Vehicle integration and wiolations d and Initiation of Safety Life
resting hardware fail E-]"dﬂ
12-10 Safety validation 5-10 Hardware n and 11
veriflcation software Hazard Analysis and

Risk Assessment
8. Supporting processes

B-5 Interfaces within distributed developments 8-9 Verification B-14 Proven in use argument Functional Safety
B-6 Specification and management of safety B-10 Documentation management B-15 Interfacing an application that ks out Concept
requirements 8-11 Confidence in the use of software toals of IS0 26262
B-7 Con Ko enl B-12 Qualification of software components B-16 Integration of safety-related system

FRanagement 8-13 Evaluation of hardware elements developed according o 150 26262

9, Automotive safety integrity level (ASIL)-oriented and safety-oriented analyses

1 9-5 Requirements decomposition with respect to ASIL tailaring 9-7 Analysis of dependent failures
| 9-6 Criteria for coexistence of clements 9-8 Salety analyses

10, Guidelines on 150 26262 Planning of Operation,

Service and Decom.

11. Guidelines on application of 150 26262 to semiconductors Release for SOP

T4 Production

75| Operation, Sermvice
and Decommissioning

T T



part 6. Product development at the software level : overview
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part 6. Product development at the software level : overview
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. Verification of software unit design (1SO 26262-6-8)
. Software unit testing (1ISO 26262-6-9)
. Software integration and testing (ISO 26262-6-10)

. Verification of software safety requirements (ISO 26262-6-11)
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1) Verification of software unit design(2: = E ¢
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Methods

Walk-through®
Inspection®

Semi-formal venfication

Formal verification

Control flow analysis®©

Data flow analysis?©

Static code analysis

Semantic code analysis®
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Table 10 — Methods for software unit testing

ASIL
Methods

A B C D
1a | Requirements-based test” + 4+ ++ +4 4+
1b | Interface test .- ++ ++ ++
1ic | Fault injection test® + + + -+
1d | Resource usage test® + + + ++
ie |Back-to-back comparison test between model and code, if applicable® + + ++ ++
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Analysis of requiremeants
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Error guessing®
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2) Software unit testing(2 T E 0] Et2| A|&) con't

Methods

fa Statement coverage

1b  Branch coverage

ic  MC/DC (Modified Condition/Decision Coverage)
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3) Software integration and testing(2 = E 9| 0] ¢ A|H)
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4) Verification of software safety requirements(2 = E 2|0 OtH @ FLAIE HE)
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Methods

Hardware-in-the-loop

Electronic control unit network environments®

Vehicles
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Software Considerations in Airborne Systems
and Equipment Certification
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DO-330: Software Tool Qualification Consideration Consideration
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DO-331: Model-Based Development and Verification
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DO-332: Object-Oriented Technology and Related Technique Supplement to DO-178C
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Hedundancy: 3.3.1 Processing Architecture

MIL-5TD-BB2: Task 203 of MIL-5TD-882 E (see also MIL-STD-B8Z2D: A431. A432
Safety Performance Requirements’ A.43.3 Safety Design Requirements)

DoD JS55EH: 435 addresses defining safety requirements for software systems

USAF Weapon Systems Software Management Guidebook: G.2.1: 622 G623
MASA-STOD-8719.138- 4 4.2 software safety requirements designated: 6.2.2.2.1

RTCA DO-178: 2.1 of RTCA DO-178C addresses how system design drives safety
related requirements that flow to software (see also RTCA DO-1788: 2.1.1)

SAE ARPATRAA: 416

Faa AC 20-115C: provides guidance on the use ::11' RTCA DO-330,
RTCA DO-331, RTCA DO0O-332, RTCA DO-333 (MNOTE: T 1158 was the
companion guidance issued with RTCA DO-178B)
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